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The Development and Enlightenment of Japan’s
Cybersecurity

Han-Shih Ku

Ph.D. Student, Institute of China and Asia-Pacific Studies, NSYSU

Abstract
The Japanese government has developed a target of cybersecurity strategy on a free,
fair, secure network space. Except for Basic Act on Cybersecurity, Cybersecurity
Strategic Headquarter expressly promotes projects and action programmes to enhance
the national and social cybersecurity defensive capabilities through cooperation of
industry-government. Moreover, the government emphasizes on the improvement of
business cybersecurity environments, strengthens defensive capabilities of information
systems, advances cybersecurity education, and works with other countries to develop
world-class cybersecurity human resources in order to promote national
competitiveness and maintain national security and social stability. This research
explores the evolution of Japan's cybersecurity strategy, relates to Japanese strategic
analyses, and discusses construction of'its network security organizations. In conclusion,
the characters of the Japanese cybersecurity strategy provide us with references on

Taiwan's development of cybersecurity strategy.

Keywords: Network security, Cybersecurity strategy, Basic Act on Cybersecurity,
Cybersecurity Strategic Headquarter, Key infrastructure
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